Product overview

Saa$S Backup Solution

Veeam Data Cloud
for Microsoft Entra ID

Taking the complexity out of data protection
for your Entra ID tenant.

Veeam Data Cloud for Microsoft Entra
ID streamlines data protection with
comprehensive backup for users,
groups, and application registrations,
and other objects — plus unlimited
storage in a seamless interface.

* Proactive protection
* Effortless recovery
* Everythingis included

The Reality of Microsoft Entra ID Security
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Sources: Microsoft Digital Defense Report 2024, Identity Security Threat Landscape Report 2024



https://www.microsoft.com/en-us/security/security-insider/intelligence-reports/microsoft-digital-defense-report-2024
https://www.cyberark.com/resources/ebooks/identity-security-threat-landscape-2024-report

Product overview

Key capabilities

Accelerated Change Detection
Quickly identify inconsistencies by
comparing your Entra ID tenant with
your backup data for quick restoration.

Secured & Deployed For You

A secure backup service managed for
you, offloading maintenance, updates,
and security fixes to the experts.

Automated Backup Scheduling
Preconfigure and schedule backups at
regular intervals to ensure data is
consistently protected.

Granular Restore Options

Restore individual attributes, groups,
or entire user identities for precise
and efficient recovery.

Unlimited Storage Included
No need to worry about and
separately manage storage
costs —it's built-in!

Backup of Entra ID Logs
Protection of sign-ins, audits, and
provisioning logs to maintain
compliance and enhance security.

Enhanced Forensics

Bolster forensic investigations
with a point-in-time copy of your
IAM (identity & access
management) data.

Backup Made Simple

Log in via a web browser and
seamlessly create your first backup
job with the convenience of an as-a-
service offering.

Safeguard Your Microsoft Environment

Data Sovereignty

Store all your Microsoft Entra ID
data in the cloud region of your
choice with built-in redundancy.

Boost your security by protecting

Microsoft 365 and Entra ID — achieve Ve
comprehensive protection and
streamlined user identity management

across all Microsoft services with our )

Veeam Data Cloud

The Unified Cloud for Data Resilience

Operational
Excellence

Backup/ Embedded Actionable
Restore Security Insights

intuitive Saa$S platform.

Acceleration

Industry leading Cloud-native
technology Saas platform
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Shared services

With Veeam, you can rest easy knowing
that when something goes wrong with

Entra ID — and it will — you have the Protected workioads
data resilience in place to recover ~
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quickly. Veeam Data Cloud for Microsoft s ) - o ::I
Entra ID is more than restoring the past. \_ )

It's about being prepared for the future.

About Veeam Software

Veeam, the #1 global market leader in data resilience, believes every business should control all their data whenever
and wherever they need it. We're obsessed with creating innovative ways to help our customers achieve data
resilience. We do that by offering purpose-built solutions that provide data backup, data recovery, data portability,
data security, and data intelligence. Headquartered in Seattle, with offices in more than 30 countries, Veeam protects
over 550,000 customers worldwide, who trust Veeam to keep their businesses running. Learn more at www.veeam.com
or follow Veeam on LinkedIn @veeam-software and X @veeam.

—> Learn more: veeam.com =>» Request a demo



http://www.veeam.com/?ad=in-text-link
https://www.veeam.com/products/saas/microsoft-entra-id-backup-service.html

